NHOOPMALIMOHHASA MAMATKA N1 OBYYAIOLLMXCA 014 PASMELLEHNA HA OOULNAIBbHBIX MHTEPHET-
PECYPCAX

C KaXkablM ro40OM MOSIOAEXN B MHTEPHETE CTaHOBUTLCS 60/IbLUE, A LWKOIbHMKN OOHM M3 CaMblX aKTUBHbIX
nonb3oBaTtenen PyHeTta. Mexay TeM, MOMUMO OFPOMHOIO KOJIMYECTBA BO3MOXHOCTEN, MHTEPHET HECeT U
npobnembl. ITa NamMaTKa AO/HKHA NOMoYb Tebe 6e30MacHO HAaXOANTLCS B CETW.

KoMnbloTepHble BUPYChI

KOMMbIOTEPHBIM BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHBIX MPOrPaMM, OTANUUTENBHOM OCOBEHHOCTHIO KOTOPOW
ABNSIETCS CNOCOBHOCTb K pa3MHOXEHUIO. B AONOMHEHME K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UM NOHOCTbIO
YHUUYTOXUTb BCE palnbl U AaHHbIE, NOAKOHTPOSIbHLIE MOSIb30BATENIO, OT MMEHM KOTOPOro 6bina 3anylueHa
3apa)keHHasi NPorpaMMa, a TakXKe NOBPeanTb MM AaXe YHUUTOXMUTb OnepaLnoHHY0 CUCTEMY CO BCEMM
aitnamm B UenoM. B 60nbLUMHCTBE CNyYaeB pacrpoCTPaHSIOTCS BUPYChl YEPE3 UHTEPHET.

MeToabl 3aWnTbl OT BPEAOHOCHbIX MPOrpaMMm:

1. Wcnonb3yi COBpEMEHHbIE ONEPALIMOHHBIE CUCTEMbI, UMEIOLLME CEPbE3HBIN YPOBEHb 3aLLMTbI OT
BPEAOHOCHbIX NMPOrpamMm;

2. TloCTosiHHO ycTaHaBnMBal natum (UmMdpoBble 3anaTku, KOTOPblE aBTOMATUYECKM YCTAHAB/IMBAKOTCS C
Lienblo A0paboTKM NporpaMMmbl) U Apyrne 06HOBEHNS CBOEN ONepaLMOHHON cucteMbl. CkaunBaii nx
TONbKO C odmumManbHoro cavta paspabotumnka OC. Ecnm cywiecTByeT peXxmnM aBTOMaTUYeCKoro
06HOBNEHMS, BKOYM €rO;

3. PaboTali Ha CBOEM KOMMbIOTEPE MOA NpaBaMu NOMb30BaTeNs, @ HE aAMUHUCTPATOPa. TO He NO3BONUT
60NbLWMHCTBY BPEAOHOCHBLIX MPOrpaMM MHCTANIMPOBATLCS HA TBOEM MEPCOHANIbHOM KOMMblOTEpE;

4. Wcnonb3yh aHTMBMPYCHbIE MPOrPaMMHble NMPOAYKTbI M3BECTHLIX MPOM3BOAMTENEN, C aBTOMATUYECKUM
obHoBNEHMEM 6a3;

5. OrpaHuyb pun3nyecknin 4OCTYN K KOMMbIOTEPY AN MOCTOPOHHUX NULL;

6. Mcnonb3yin BHeLWHWe HocUTeNM MHGOopMaLmm, Takne Kak dneLlka, AUCK uan dann U3 MHTEPHETa, TOSbKO
N3 NPOBEPEHHbIX UCTOYHWKOB;

7. He oTKpbIBan KOMMbOTEPHbIE balsibl, MOyYEHHbIE U3 HEHAAEXHbIX MCTOYHMKOB. [axe Te dannbl,
KOTOpble Npucnan TBOM 3HAaKOMbIN. Jlyylle YTOYHW Yy HEro, OTNpaBnsn /M OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3TO He BMA nepeaayum AaHHbIX, HE TEXHONOMMS, @ BCero nnwb 6pena, mapka. Ewe B 1991 roay
HUAepnaHAcKas KoMnaHus 3apeructpuposana 6peng "WECA", uto obo3Hayano cnoeocodeTaHue "Wireless
Fidelity", koTopbIi NepeBoanTCs Kak "becnpoBoaHas TOYHOCTL".

[lo Hawero BpeMeHu Jowna apyras abbpeBuaTypa, KOTopas SIBNSIETCS TaKOW e TeXHOMornen. 1o
abbpesunaTypa "Wi-Fi". Takoe Ha3BaHue 6bI/10 AAHO C HAMEKOM Ha CTAHAAPT BbICLLEN 3BYKOBOW TEXHUKW Hi-Fi,
YTO B NepeBoAe O3HAYaEeT "BbICOKasi TOUHOCTL".

[a, 6ecnnaTHbIN MHTEPHET-A0CTYN B Kade, OTENsX U asponopTax SBASETCA OTIMYHON BO3MOXHOCTBIO BbIXOAA B
NHTepHeT. Ho MHOrMe aKkcnepThl cumTaloT, 4To oblwenoctynHble Wi-Fi ceTn He aBnsitoTCca 6€30nacHbIMK.

CoseTbl No 6e3onacHOCTN paboTbl B 06LweaoCTynHbIX ceTsx Wi-fi:

1. He nepeaaBai cBOK NNYHY0 MHMOpMaumio Yepes obwenoctynHole Wi-Fi cetn. PaboTasi B HuX,
XenaTesnibHO He BBOAWUTb Maponv A0CTYNa, NOMMHbI U KaKne-To HOMepa;

2. Wcnonb3yi 1 06HOBNSIN aHTMBUPYCHbIE NPOrpaMMbl U 6paHaMayep. TeM caMbiM Tbl 06e30nacuilb cebs
OT 3aKayKy BMpYyCa Ha TBOE YCTPOWCTBO;

3. NMpu ncnonb3osanumn Wi-Fi otknoum dyHkumio "O6wmii aoctyn Kk danam u npuHtepam". [laHHas
(PyHKUMS 3aKpbITa MO YMOTYaHWMIO, OAHAKO HEKOTOPbIE MOSb30BATENN aKTUBUPYIOT ee Ans yaobcTea
NCnonb30BaHus B paboTe nnn yyebe;

4. He ucnonb3yi nybnuuHbii WI-FI ana nepeaayn nMyHbIX AaHHbIX, HanpuMep AN1s BbixoAa B COLManbHbIe
CETU UM B SNEKTPOHHYIO NOYTY;



5. Mcnonb3yi TONbKO 3alUMLLEHHOE coeanHeHune Yepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-aapeca
BBOAM MMeHHO "https://";
6. B MobunbHoM TenedoHe oTkaoum dyHkumio "MoakntodeHne k Wi-Fi aBTomatnyeckn". He nonyckai
aBTOMaTMYECKOro NoAKIYeHNs yCTporcTBa K ceTsim Wi-Fi 6e3 TBoero cornacus.
CoumanbHble ceTu
CoumanbHble CEeTU aKTUBHO BXOAST B Hally XW3Hb, MHOrMe ntoam paboTaloT M XMBYT TaM NOCTOSHHO. MHormne
MoSb30BaTENN HE MOHUMAIOT, YTO MHDOPMaLMS, pa3MELLEHHAst UMW B COLManbHbIX CETAX, MOXKET BblTb HalAeHa

N UCMONb30BaHa KEM YrofIHO, B TOM 4UMCe He 06s13aTeNIbHO C 611arumMm HaMepeHusiMin.
OCHOBHble coBeTbl N0 6E30MacHOCTU B COLMANbHBIX CETHAX:

1. OrpaHuyb Cnncok apy3eit. Y Tebsi B Apy3bsix HE AO/MKHO BbiTb Cly4alHbIX U HE3HAKOMbIX Nltofen;

2. 3awwLai CBOI YaCTHYHO XW3Hb. He ykasbiBal naponu, TenedoHbl, aapeca, AaTy TBOEro POXXAEHMS 1
APYIY NNYHYI0 MHDOPMaLMIO. 310yMbILLIEHHMKN MOTYT UCMOMNb30BaTh AaXke MHMOPMaLMIO O TOM, Kak
Tbl U TBOW POAUTENN MNAHMPYETE NPOBECTU KaHWUKYIbI;

3. 3awwLait CBOIO penyTauumio - AePXK ee B YACTOTE U 3aaaBaii cebe Bonpoc: xoTen 6bl Tbl, YTOGbLI Apyrue
Nonb30BaTENM BUAENN, YTO Thbl 3arpyxaelub? MNMogyman, npexzae YeM YTo-To onybnkoBaTb, HanMcaTh U
3arpysuTb;

4. ECnu Tbl rOBOPULLb C JIOAbMM, KOTOPbIX HE 3HAELLb, HE UCMOSb3Yi CBOE peasibHoe UMS U APYryto
NIMYHYIO MHMOPMaLMK: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. W36erai pasmelleHuns doTtorpaduin B IHTEpHETE, rae Tbl M306paXKeH Ha MECTHOCTU, MO KOTOPON MOXXHO
onpeaennTb TBOE MECTOMOJIOXKEHNE;

6. [pu perncrpaumm B COLMANbLHON CETU HEOH6XOAMMO MCMO/b30BaThb C/IOXKHBIE MAaponu, cocTosime n3 Gyks
M UMdp U C KONMYECTBOM 3HAKOB He MeHee 8;

7. [nsa coumanbHOM CeTW, NOYTbl U APYrnX CaMToB HEOH6X0AMMO MCMOMb30BaTb pa3Hble Naponu. Toraa ecnm
Tebsi B3/10MalOT, TO 3/10YMbILLIEHHWKM MOyYaT AOCTYN TONbKO K OAHOMY MECTY, a He BO BCe cpasy.

DNeKTPOHHbIE AEHbIN

DNEeKTPOHHbIE AEHbI - 3TO OYeHb YAOOHbIM CNOCob nnaTexen, OAHAKO CyLLECTBYIOT MOLUEHHWKN, KOTOpbIe
XOTST NOMYYNTb 3TN AEHBIN.

DNeKTPOHHbIE AEHbIN NOSIBUIMCb COBCEM HEABHO M MMEHHO M3-3a 3TOr0 BO MHOMMX roCyAapcTBax A0 CUX Mop
He MPOMNMCaHO NPO HUX B 3aKOHaX.

B Poccum xxe OHM (PYHKLMOHMPYIOT M O HUX YXKe NPOMUCAHO B 3aKOHE, MAe UX pa3fensitoT Ha HECKONIbKO BUAOB -
QHOHWMHbIE U HE QHOHUMHbIE. Pa3HuuUa B TOM, YTO @aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peLlaeTcs NPOBOAUTb
onepauum 6e3 naeHTUdUKaLMn Nob30BaTeNs, @ B HEAHOHUMHBIX MAEHTUUKALMS NONb30BaTENS SBNSETCA
06s13aTeNIbHOM.

Takke cneayeT pasnuuaTtb NEKTPOHHbIE PUaTHbIE AeHbIM (PaBHbI FOCYAAPCTBEHHBIM BatOTaM) U 3N1EKTPOHHbIE
HedmaTHble AeHbrn (He paBHbl rOCYAAPCTBEHHBIM BantoTaMm).

OcHoBHble CoBETHI N0 6e30nacHoi paboTe C 3MEKTPOHHbLIMM AEHbraMM:

1. TpuBSXM K cYETY MOBUIIbHLIN TenedoH. 3TO caMblii YAOOHbIN 1 BbICTPLIM CNOCO6 BOCCTAHOBUTL AOCTYM
K cyeTy. MpuBsizaHHbIA TenedoH NOMOXET, ecnv 3abyaellb CBOM NaTeXHbIM Naposib MK 3aiaellb Ha
CaWT C HE3HAKOMOrO YCTPOMNCTBa;

2. Wcnonb3yi ogHopasoBble Naponu. Mocne nepexofa Ha YCUNEHHYIO aBTopu3aumio Tebe yxe He byaeT
yrpoXkaTb OMACHOCTb KPaXW WK NepexsaTa NaaTeXHoro napons;

3. Bblbepu cnoxHbivi naposnb. MpecTynHukam 6yaeT He NPOCTO yraaaTh CIOXHbIA Naponb. HagexHoble
Maposnn - 3TO Naposn, KOTOPbIE COAEPXAT He MeHee 8 3HAKOB M BKJTHOYAIOT B CeOS1 CTPOYHbBIE U
NpOnmMcHble ByKBbI, LMMPbI U HECKONIbKO CMMBOJIOB, TakMe Kak 3HaK Aonnapa, GyHTa, BOCKAMLUATEbHbIN
3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM IMYHblE A@HHbIE HA CalTax, KOTOPbIM HE AOBEPSELLb.

DNEeKTPOHHas rnoyta



DNEKTPOHHAs NoYTa - 3TO TEXHOMOrMsS! U MPEAOCTAB/SIEMbIE €10 YCYTU MO NEPECHINIKE U NOSTYYEHUIO
3/IEKTPOHHBIX COOBLLEHMI, KOTOPbIE PACNPEAenatoTCs B KOMMbIOTEPHOW CETU. OBbIUYHO 3NEKTPOHHbIN MOYTOBbIN

AWK BbIFNSAUT CieaytowmM 06pasoM: UMS_Mosb30BaTeNss@UMS_AoMeHa. Takxke KpoMe nepeaayy npocToro
TEKCTa, UMeeTCsl BO3MOXHOCTb NepeaaBaTb daiinbl.

OcHoBHbIe coBeTbl N0 6e3onacHon paboTe C 3NEKTPOHHOW MOYTOW:

1.

Hazo Bbli6paTb NpaBUsIbHbIM NOYTOBLIA CEPBUC. B MHTEPHETE €CTb OrPOMHBIN BbIGOP HecnnaTHbIX
MOYTOBbIX CEPBMUCOB, OAHAKO JTyyllie AOBEPSITb TEM, KOFO 3HAELLb M KTO NEPBbIV B PENTUHTE;

He ykasbiBaii B IMYHON NOYTE NIMYHYIO0 MHGOpMaumio. Hanpumep, nydlie BbibpaThb
"My3blKa/bHbIV_baHaT@" nnm "pok2013" BMecTo "Temal3";

Mcnonb3yi ABYX3TanHyto aBTOpM3aumMio. 3TO Koraa NOMUMO Napons HYXKHO BBOAWUTb KOA, NMPUCHINAeMbIi
no SMS;

Bblbepu cnoXxHbi Naponb. AN KaXaoro NoYToBOro silMKa A0/MKEH ObiTb CBOM HAaAEXHbIN, YCTONYMBbIN
K B3/TOMYy Maposb;

Ecnm ecTb BO3MOXHOCTb HanMcaTb CAaMOMY CBOM JIMYHBbIA BOMPOC, UCMOMb3YI 3Ty BO3MOXHOCTb;
Mcnonb3yi HECKONBbKO NMOYTOBbIX ALWMKOB. MepBbl ANs YaCTHOW NEPENnUCKK C aapecaTaMm, KOTOpbIM Tbl
[oBepsiellb. 3TO 3NEeKTPOHHBIN aapec He HaZo MCMOMb30BaTb NPU PerncTpaumnm Ha opyMmax u camTax;
He oTkpbiBaii (hainbl U Apyrue BNOXEHUS B MUCbMAX, AaXKe €C/IN OHWU MPULLK OT TBOUX Apy3eit. Jlydlue
YTOYHM Y HUX, OTNPABS/IN NN OHW Tebe 3TU dalinbl;

Mocne oKoHYaHMs paboTbl Ha MOYTOBOM CEPBUCE NEPEA 3aKPbITUEM BKIQAKWU C CalTOM He 3abyab
HaXxaTb Ha "BbiATn".

KnbepbynnuHr unm BupTyanbHOE U3aeBaTenbCTBO

KnbepbynnuHr - npecnegosaHune cooblueHnsMu, coaepalinmm ockopbneHunsi, arpeccuto, 3anyrmeaHue;

XYJIUraHCTBO; coumanbHoe 60MKOTUPOBAHME C MOMOLLbIO Pa3/IMyHbIX MHTEPHET-CEPBUCOB.
OcHoBHble coBeTbl No 6opbbe ¢ knbepbynnnHrom:

1.

He 6pocaiics B 60i1. Jlyulumnin cnocob: NocoBETOBATLCS Kak cebsi BECTU U, €C/IM HET TOr0, K KOMY MOXHO
06paTnUTbLCS, TO BHaYane yCcrnokomTbes. ECnm Thl HauHeLb 0TBeYaTb OCKOPONEeHNsIMN Ha OCKOpb6IeHus, TO
TONBKO elle 60bLie pasoXOKellb KOHMINKT;

YnpaBnsii cBoel knbeppenyTaumen;

AHOHUMHOCTb B Ce€TM MHMMas. CyLLecTBYHOT CNOCObbI BbISICHUTb, KTO CTOUT 3@ @HOHUMHbLIM aKKayHTOM;
He cTouT BECTM XynuraHckmin obpas BUPTyanbHOM XM3HU. MHTEpHET puKCcMpyeT BCce TBOM AEUCTBUS U
COXpaHsieT UxX. YaanuTb ux byaeTt KpaviHe 3aTpyAHUTENbHO;

Cobntogaii CBOKO BUPTYanbHYHO YeCTb CMosoay;

MrHopupyi eaMHUYHbIN HeratuB. OaHOPa30Bble OCKOPOUTENBHBIE COOBLLEHNS NTyYlle UTHOPUPOBATD.
O6bI4HO arpeccuns NpekpaLlaeTcsl Ha Ha4YanbHONM CTaawu;

baH arpeccopa. B nporpaMmmax o6MeHa MrHOBEHHbIMW COOBLLEHNAMK, B COLMAbHbIX CETSX eCTb
BO3MOXHOCTb G6/IOKMPOBKW OTMPaBKN COOBLLEHUI C OnpeaeneHHbIX aapecos;

Ecnu Tbl cBMaeTens knbepbynnuHra. TBOM AEACTBUS: BbICTYNUTbL NPOTVUB NPEC/eAoBaTENSs], NoKa3aTb
€My, YTO €ero AeNCTBMNS OLEHMBAKOTCA HEraTMBHO, NMOAAEPXKATb XXEPTBY, KOTOPON HyXHa
ncmxonornyeckas NoMoLLb, CO0bLWMTb B3pOC/bIM O hakTe arpeCcCMBHOrO NOBEAEHUS B CETW.

Mo6unbHbI TenedoH

CoBpeMeHHble CMapTdOHbI M NNaHLLETLI COAEPXaT B cebe BNOMHE B3pOC/blii PyHKLMOHAN, U TENepb OHX MOryT

KOHKYPMPOBaTb CO CTaLMOHAPHbIMK KoMMbloTepaMu. OAHaKo, CPeACTB 3alMThl 415 MOA0OHbLIX YCTPOMCTB MoKa

O4YeHb Mano. TeCTMpoBaHUE N MOUCK YSI3BUMOCTEN B HUX MPOUCXOAUT HE TakK MHTEHCUBHO, kak ans MK, To xe
CaMoe KacaeTcsl U MOBUbHbIX MPUIOXKEHWA.

CoBpeMeHHble MObUbHbIE bpay3epbl yXKe NpakTUYeCKU A0rHaNM HacTONbHbIE aHANorM, O4HaKo paclumpeHne
(yHKUMOHaNa BrneyeT 3a co60M 60/bLLYI0 CNIOXXHOCTb M MEHbLUYIO 3aLUMLLEHHOCTD.



[aneko He BCe NpPoM3BOANTENM BbiMyCKAT 0OHOBMEHUS], 3aKPbIBAOLLME KPUTUUECKUE YSI3BUMOCTHM /sl CBOMX
YCTPOMCTB.

OCHOBHbIe coBeTbI A1 6€30nacHOCTN MOBbUNbHOrO TenedoHa:

Huuero He siBnsieTca no-HactosweMy 6ecrnnaTHbIM. byab OCTOpPOXEH, BeAb koraa Tebe npeanaratoT 6ecnnaTHbii
KOHTEHT, B HEM MOIyT 6bITb CKPbITbl KAKME-TO M/aTHbIE YCNyTu;

[AyMait, npexae yeM oTrnpaBuTb SMS, HoTo MM BMAEO. Tbl TOYHO 3HAELLb, FAe OHU ByAyT B KOHEYHOM UTOre?
Heobxoanmo 06HOBNSATb OMNEPALIMOHHYIO CUCTEMY TBOEr0 CMapT@OHa;

Mcnonb3yi aHTMBMPYCHbIE NPOrpamMMbl ANs MOBUIbHBIX TeNedoHOB;

He 3arpy»<aii Npuno)XeHns oT HEM3BECTHOMO UCTOYHMKA, BEAb OHW MOMYT COAEPXKaTb BPEAOHOCHOE
nporpaMmMHoe obecrneyeHue;

Mocne Toro Kak Thl BblAELLb C CalTa, rAe BBOAU NIMYHYIO MH(OPMaLMIO, 3aiaM B HAaCTPOMKK Bpay3epa 1 yaanu
cookies;

MNeproanyecky NpoBepsii, Kakne nNnaTHble YCnyrn akTMBMPOBaHbl Ha TBOEM HOMEpE;

[laBai1 cBoii HOMep MO6UNBHOrO TenedoHa TONbKO NOASIM, KOTOPbIX Thl 3HAELLb U KOMY [10BEPSIELLb;

Bluetooth fomkeH 6bITb BbIKIIOYEH, KOrAa Thl UM HE MOJb3yeLlbcs. He 3abbiBaii MHOrAA NPOBEPATL 3TO.
Online urpbl
CoBpeMeHHble OHMANH-UIPbl - 3TO KPacouHble, 3axXBaTbiBaloLMe pa3BeyeHmsi, 06beanHSIIOLME COTHM ThICSY
yenosek no BceMy Mupy. Mrpokn nccneaytoT AaHHbIN UM MUp, 06LWAI0TCS ApYr C APYrOM, BbIMONHAIOT 3a4aHus,
CPaXatoTCs C MOHCTPaAMM 1 MOJyYatoT OnbIT. 33 yA0BOILCTBME OHM NMATAT: MOKYNAlOT ANCK, OMla4ynBaloT
aboHEMEHT 1NN NpPUobpeTalOT KakMe-To OMNuuHn.
Bce 371 cpeacTBa MayT Ha nNoaaepXXaHve 1 pasBuTUE Urpbl, @ Takke Ha caMy 6e30MacHOCTb: COBEPLUEHCTBYHOTCS
CUCTEMbI aBTOpM3aLMK, BbIMyCKalOTCA HOBbIE NaTun (LUMdpOoBbLIE 3annaTKu ANs NporpamMmM), 3akpbiBaloTCs
YS13BUMOCTW CEPBEPOB.
B noaobHbIX Mrpax CTOMT onacaTbCs He CTONbKO CBOMX COMEPHMKOB, CKOMbKO KpaXkv TBOEro napons, Ha
KOTOPOM OCHOBaHa cuMcTeMa aBTopu3auum 6oNbLUMHCTBA Urp.
OcHoBHble coBeTbl N0 6€30MacHOCTV TBOEro MrPOBOro akkayHTa:

1. Ecnu apyron urpok Beget cebs nnoxo unm cosgaet Tebe HeNpusaTHOCTM, 3abnoknpyin ero B cnncke

UrpOKOB;

2. Toxanyincs aaAMMHUCTPATOPaM Mrpbl Ha NIOX0e NOBEAEHNE 3TOr0 UFPOKa, XXeNaTebHO NPUIOXUTb
Kakme-TO AOKa3aTeNbCTBa B BUAE CKPUHOB;
He yka3biBai nn4Hy0 nHdopmaumio B npodaine urpbl;
YBaxal Apyrux y4acTHVKOB MO Urpe;
He ycTaHaBnvBai HeoduumanbHble NaTum U Moabl;
Mcnonb3yi cnoXHble U pasHble Naponu;

No v kW

[axke BO BPeMSI Urpbl HE CTOUT OTK/IOHATb aHTUBMPYC. [oka Tbl UrpaeLlb, TBOM KOMMbIOTEP MOTyT
3apasuTb.
OUWMHT MK KpaXka NINYHBIX AaHHbIX
O6bIYHOW KpaXkel AeHEr U JOKYMEHTOB CErOAHS Y)Ke HUKOro He yaAMBULLb, HO C Pa3BUTUEM UHTEPHET-
TEXHOMOTNIA 3/10YMbILLIEHHWKN NEPEMECTU/IUCL B MHTEPHET, U NPOAO/KAIOT 3aHUMaTbCs "MtobuMbIM" AenoM.
Tak nosiBunacb HoBasi Yrpo3a: MHTEPHET-MOLWEHHNYECTBA WK ULLWHS, FNaBHas Leb KOTOPOro COCTOUT B
NoNyYeHnn KoHMMAEHUMaNbHBIX AaHHbIX MONb30BaTeNel - IOrMHOB U naponen. Ha aHrnuiickom a3bike phishing
unTaetcs kak dvwmHr (ot fishing - pbibHas nosns, password - Naponb).
OcHoBHble coBeTbl No 6opbbe € PULLIMHIOM:

1. Cneau 3a CBOMM akkayHTOM. ECnin Tbl NoA0O3peBaeLlb, YTO TBOS aHKeTa bbia B310MaHa, To He06XxoanMo

3abnokmpoBaTh ee 1 CoobWMTb aagMMHUCTPATOpaM pecypca 06 3TOM Kak MOXXHO CKOpee;
2. Wcnonb3yn 6e3onacHble Be6-caiiThl, B TOM YUC/IE, MHTEPHET-MarasnMHOB U MOWCKOBLIX CUCTEM;


https://сайтобразования.рф/

3. Mcnonb3yin cnoxHble 1 pasHble Naponn. TakuMm 06pa3oM, ecnv Tebs B3IOMAIOT, TO 3/10YMbILLTEHHUKN
nosyyaT AOCTYN TO/IbKO K OAHOMY TBOEMY Mpouio B CETU, @ HE KO BCeM;
4. Ecnun Tebs B3nomanu, To Heo6xoanMMo NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTopble A06aBneHbl y Tebs
B APY3bsiX, O TOM, YTO Tebs B3/IOManM 1, BOSMOXHO, OT TBOEro MMeHn byaeT paccbinatbCs cnam u
CCbINIKM Ha (PULLIMHIOBbIE CalTbl;
5. YctaHoBM HaaexHbI naposnb (PIN) Ha MO6unbHbIN TenedoH;
6. OTKNOUYM CoOXpaHeHne napons B bpay3epe;
7. He oTkpbiBaii (annbl 1 Apyrne BAOXEHNUS B MUCbMaX, AAXE €C/IM OHW NMPULLAN OT TBOMUX Apy3en. Jlyywe
YTOYHM Y HWX, OTNPABAS/IN TN OHW Tebe 3Tn daiinbl.
Lincdpposas penytauus
Lndposas penyTaums - 3T0 HEraTMBHas Wav NO3UTMBHAS MHMOpMauns B ceTn o Tebe. KomnpomeTupyoLwas
nHbopMaumsl, pa3MeLLEHHas B MHTEPHETE, MOXET CEPbE3HbIM 06PA30M OTPA3UTLCS Ha TBOEW PeasnibHOM XU3HM.
"Undposas penytaums" - 3To TBOW MMMAX, KOTOPbIM hopMmpyeTcst U3 MHdopMaummn o Tebe B MHTEPHETE.
TBOE MECTO XUTENbCTBA, Y4ebbl, TBOE (DNHAHCOBOE MOMNOXEHNE, 0COBEHHOCTM XapaKTepa U pacckasbl 0 BN3KNX
- BCE 3TO HaKamn/MBaeTCs B CETU.
MHorve noAapoCTKN NTErKOMbICIEHHO OTHOCATCS K Ny6amKaumm nMyHor nHdopmMaumm B HTEPHETE, HE NOHMMast
BO3MOXHbIX MOCNEACTBUN. Thbl AaXe HE CMOXELLb A0rafaThCs 0 TOM, YTo doTorpacus, pasmelleHHas 5 net
Ha3a/, CTana NpPUYUHOM OTKa3a NPUHSTbL Tebs Ha paboTy.
KoMMeHTapuu, pasMmelleHre TBouxX (oTtorpacduin n apyrue AENCTBUS MOMYT HE UCUYE3HYTb AaXKe Noc/e Toro, Kak
Tbl X YAanuwb. Tbl HE 3HaELb, KTO COXpaHW 3Ty MHGOpMaumio, nonasna m oHa B MOUCKOBbIE CUCTEMbI U
COXpaHuWacb M OHa, a rMaBHOE: YTO NOAYMAOT O Tebe OKpyXKatoLMe Noan, KOTopble HaNAYT U YBUAST 3TO.
Haviti nHdopMaumio MHOMO NeT CNycTs CMOXET 60 - kak M3 A06pbIX NO6YXAEHUI, TaKk U C HAMEPEHNEM
NPUYNHUTL Bped. TO MOXET ObITb KTO YrOAHO.
OCHOBHbIe COBETHI MO 3aLiMTe LUMMPOBON penyTaumnmn:
1. TMopymaii, npexzae 4eM YTo-To Ny6IMKOBaThL U NepeaaBaTh y cebst B 6nore unm B coumanbHOM CeTu;
2. B HacTtpoikax npodunsi yCTaHOBM OrpaHMYeHNs Ha MPOCMOTP TBOEro Npodussi U ero CoAepXXMMoro,
caenaw ero Tonbko "ans gpysen”;
3. He pasmMellait 1 He ykasbiBaii MHDOPMALIMIO, KOTOpasi MOXET KOro-Mbo ockopbnaTb Unm obmxaTb.
ABTOpCKOE rnpaso
CoBpeMeHHbIe LLKOSIbHMKM - aKTUBHbIE MOSIb30BaTeNM UmMdpoBoro NpocTpaHcTBa. OQHAKO Aaneko He BCe 3HalOT,
YTO NOMb30BAHNE MHOMMMM BO3MOXHOCTSMMU UmMdpoBoro Mmpa TpebyeTt cobnoaeHns npas Ha
NHTENNEKTYaNbHy0 CO6CTBEHHOCTb.
TepMuH "vHTeNnekTyanbHas COBCTBEHHOCTL" OTHOCUTCS K Pa3fiMyHbIM TBOPEHUSIM YENOBEYECKOro yMa, HauMHas
C HOBbIX M306pEeTEHUI 1 3HaKOB, 0603HaYaloLLMX COBCTBEHHOCTb Ha MPOAYKTHLI U YCYry, U 3aKaH4MBas
KHUramm, otorpadusiMm, KUHOPUIbMaMM U My3blkasbHbIMU NPON3BEAEHUSIMA.
ABTOpPCKME MpaBa - 3TO NpaBa Ha MHTENNEeKTyanbHY0 COBCTBEHHOCTb Ha MPOM3BEAEHUS HAYKKN, NUTepaTypbl U
NCKyCCTBa. ABTOPCKME MpaBa BbICTYMaloOT B KAYECTBE rapaHTUM TOr0, YTO MHTENNIEKTYaNbHbIN/TBOPYECKUIA TPYA
aBToOpa He byaeT HanpacHbIM, AaCT eMy CrpaBea/vBble BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOero
Tpyaa, NONy4nMTb U3BECTHOCTb M Npu3HaHne. HUKTO 6e3 paspelleHns aBTopa He MOXET BOCNPOU3BOAUTL ero
npov3BeaeHne, pacnpoCcTpaHaTb, Ny6AnYHO AEMOHCTPMPOBaTL, NpoAaBaTb, MMMOPTUPOBATb, NyCKaTb B NPOKaT,
Ny6AMYHO UCMONHSATL, MOKa3blBaTb/UCMONHATE B 3dupe unm pasMellatb B IHTepHeTe.
Mcnonb3oBaHue "nmMpaTckoro” nporpaMMHOro obecneyeHns MOXeT NPUBECTM K MHOTUM pUCKaM: OT noTepu
[aHHbIX K TBOMM aKKayHTaM A0 6/I0KMPOBKM TBOEro YCTPOWMCTBA, rAe YCTAHOBNEHA HeneranbHasi nporpaMMa. He
CTOUT TaKXXe 3abblBaTb, YTO CYLUECTBYIOT fierasnbHble M 6ecniaTHbIe NPorpaMMsbl, KOTOPbIE MOXHO HAWTU B CETU.
O noptane



CeTeBMYOK.pd - TBOW rMaBHbIN COBETUMK B CETU. 3AECH Thl MOXEILLIb Y3HaTh O 6€30MaCHOCTM B CETU MOHSATHBLIM U
[OCTYMHbIM $13bIKOM, @ NPY BO3HUKHOBEHWUN KPUTUYECKOM CUTyaLMM 06paTUTLCS 3@ COBETOM. A TakXKe NMPpUHSATb
yyacTue B KOHKYpCax M CTaTb CaMbiM LMGPOBbLIM FpaXaaHUHOM!


https://сетевичок.рф/

